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Evolving Data Privacy Regulations Could 
Drive Long-Term Shift in Business Operations 
Rising Pressures as Regulations Unfold and Cost of Data Breaches Increases 
 

 

 

 

The rising number of data breach incidents in recent years has 
vastly escalated concerns about and costs around data privacy and 
protection against cyber risks in a rapidly evolving regulatory 
environment. Sustainable Fitch sees rising costs for compliance as 
regulations proliferate, as well as from litigation and fines when 
breaches occur. 

Global Data Privacy Regulations Grow 
The EU’s General Data Privacy Regulation (GDPR) is at the 
forefront of data protection. It identifies issues on data privacy and 
protection and establishes the basic framework for such legislation 
and enforcement in the digital era. Following its lead, multiple 
jurisdictions, including Brazil, China and Japan, are setting up and 
legislating similar data protection regulations in light of rising public 
awareness of data privacy.  

The cross-border nature of data flows from global businesses have 
added complexities to the implementation of data protection 
regulations. This has increased the calls for regulation 
harmonisation to ease the difficulty of law enforcement across 
different jurisdictions. 

Fines Pick Up but Credit Impact Still Limited 
Regulations have so far presented a limited credit impact due to a 
lack of resources and budget for law enforcement, an ambiguous 
regulatory framework, particularly in the US, as well as delays from 
the pandemic. Fitch expects the fines for violating data privacy laws 
to pick up once the pandemic fades, as regulations begin to fall in 
place and enforcements strengthens. 

All sectors dealing with customer data are at exposure to data 
breach risks. Cyber insurance is an important tool to mitigate the 
rising costs from data breaches for companies that see rapid 
digitalisation and handle large amount of data. 

Data Privacy Extends Beyond Security 
The momentum of legislating and passing data protection laws and 
regulations is driving a fundamental transformation about how 
businesses manage data privacy risks. The credit impact is more 
likely to grow as data privacy management is incorporated within 
long-term business strategies. 

Penalties will grow as regulations develop, which will encourage 
businesses to strengthen their approach on how they handle data 
relevant issues. We expect to see increasing operational and capital 
expenditures within businesses to comply with data privacy 
regulations and longer-term shifts for data-heavy businesses. 

 

 

‘GDPR has established a basic framework for 
data protection regulations, which inspired 
similar legislation in other jurisdictions 
globally. Fitch expects data privacy legislation 
to drive fundamental transformation to 
manage risks and longer-term shift in data-
reliant businesses.’ 

Jingwei Jia, Sustainable Finance, Fitch Ratings 
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Data Protection Rules Expand Globally 
Regulators across the globe have been expanding rules around data 
protection and privacy, as volumes of data increased rapidly, 
particularly since the start of the Covid-19 pandemic. The 
International Data Corporation says the volume of data created, 
copied and consumed in 2020 was 64 zettabytes, up from 15.5ZB in 
2015 and 2ZB in 2010. It forecasts that global data creation and 
replication will grow at a compound annual rate of 23% from 2020 
to 2025.  

The scope of regulatory changes has been broad, covering a range 
of such issues as the rights and obligations of business and 
individuals on the handling of personal data, penalties and 
enforcement, and rules around consent. 

The EU was one of the first regions to undertake a comprehensive 
overhaul of data protection rules. The GDPR, which was approved 
in 2016 and came into force on 25 May 2018, builds on the EU Data 
Protection Directive adopted in 1995.  

GDPR governs how personal data are processed, stored and used 
and aims to ensure transparency, accountability and security. A key 
area is expanding the rights of individuals as data subjects, including 
the right to be informed if their data are being collected and 
processed, and the right to delete their data on request. This 
reflects one objective of GDPR to alleviate privacy concerns over 
increasing collection and use of personal data for commercial 
purposes. 

 

Most EU states have adopted national laws to implement GDPR and 
established national data protection authorities in charge of 
supervision and enforcement.  

The European Data Protection Board (EDPB) was created when 
GDPR came into force to ensure consistent application of rules and 
support cooperation between data protection authorities. 
However, interpretation, reporting and enforcement of the law 
have varied across member states through individual data 
protection agencies. For example, Ireland has a much lower number 
of cases reported in other member states due to it being the EU base 
of several global technology companies. 

  

GDPR imposes several requirements for businesses that operate in 
the EU or handle the data of EU citizens and residents. It requires 
data controllers to demonstrate that they are compliant with GDPR 
by following protection principles, which includes appointing a data 
protection officer and carrying out data protection assessments. It 
also requires more timely notification of data subjects and data 
protection authorities in the event of data breaches, no later than 
72 hours after companies become aware.  

Changes to operating processes and, in some cases, business 
models, to adapt to the new data protection requirements can add 
significant costs. GDPR requires companies to consider data 
protection principles in the design of any new product or activities 
or face penalties. Violations of GDPR, either because the data were 
not adequately protected or were misused, can lead to substantial 
fines. The threshold for fines is set at the higher of EUR20 million or 
4% of a company’s annual turnover. This is considerably higher than 
penalties issued before GDPR was enacted. 

The ePrivacy Directive, which was updated in 2021, adds a further 
layer of data protection legislation in the EU. It has a broader scope 
going beyond personal data to metadata and confidentiality 
requirements through electronic communications, such as 
messaging services. Although the ePrivacy Directive is designed to 
complement GDPR, it may supersede GDPR in cases where both 
laws are applicable due to its broader scope. The EDPB has 
indicated that violations of the ePrivacy Directive are likely to be 
factored into GDPR fines if the national data protection agencies 
within the EU are able to enforce both legislations.  

GDPR Blueprint for Other Jurisdictions 

The GDPR has acted as a blueprint for changes to data protection 
regulations in jurisdictions outside of the EU, such as the Protection 
of Personal Information (APPI) in Japan and the General Data 
Protection Law in Brazil , which both became effective in 2020. 
China has also just passed its first comprehensive Data Privacy Law 
in August 2021, which provides individuals with rights and 
protections related to their personal information. This new law sets 
the fines at up to CNY50 million, or 5% of annual revenue. 

Data protection in the US is covered by a range of federal and state 
level rules, some affecting specific sectors, data subjects and data 
types. The Federal Trade Commission Act has the broadest remit, 
allowing enforcements actions if privacy and data protection 
practices are judged to be unfair or deceptive towards consumers. 
This was evident in the record fine of USD5 billion towards 
Facebook in a settlement with the Federal Trade Commission (FTC) 
for violating consumers’ privacy rights in 2019. The fine was almost 
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GDPR Key Definitions 

• Scope: GDPR applies to any organisation that 
processes the personal data of EU citizens or residents, 
even if that entity is based outside the EU.  

• Penalties: Two tiers of penalties, the higher of EUR20 
million or 4% of global revenue. 

• Data Subject: The person whose data is processed, e.g. 
customers and visitors. 

• Data Controller: The person who decides why and how 
personal data will be processed, i.e. owner or employee 
in the organisation that handles data. 

• Data Processor: A third party that processes personal 
data on behalf of a data controller.  

Source: Fitch Ratings, European Commission 
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10% of the company’s revenue in 2018, considerably higher than 
the maximum threshold under GDPR and almost 80 times higher in 
absolute terms than the largest fine issued under GDPR. Top-level 
corporate changes were also required by the penalty to establish 
new mechanisms ensuring accountability of internal privacy 
regulations and oversight. 

Federal legislation targets specific types of information. For 
example, the Health Insurance Portability and Accountability Act 
(HIPAA) governs privacy issues relating to health information, while 
the Family Educational Rights and Privacy Act (FERPA) of 1974 
governs education records.  

Unlike in the EU, rules and legislations at the US Federal level have 
not received a comprehensive overhaul in recent years. However, 
President Joe Biden issued an executive order in July 2021 
encouraging FTC to expand protections for consumer data and 
privacy that reflects the business models of large technology firms 
commercialising personal data.  

At the state level, the California Consumer Privacy Act (CCPA), 
which came into force on 1 January 2020, has many similarities to 
GDPR, such as rules around consent and erasure. However, the 
CCPA does not set a maximum level of fines overall, instead setting 
caps per violation and affected user. Fines can be up to USD7,500 
per violation if intentional, USD2,500 for those lacking intent and 
USD750 per affected user in civil damages. This could add up to 
substantial fines if an incident affects many users. Virginia and 
Colorado have also passed new privacy rules in the past two years. 
The New York Privacy Act first proposed in 2019 aims to enact 
similar changes, but has stalled in the State Assembly as some 
legislators have expressed concerns over potential negative 
impacts on business and innovation. 

Recent Data Privacy Regulations (Enacted and/or 
Proposed) 

Region Name Date  

Australia Treasury Laws Amendment 
(Consumer Data Right) Act 
2019 

Enacted July 2020  

 Privacy Amendment (Notifiable 
Data Breaches) Act 2017 (Cth) 

Enacted February 2018 

California (US) California Consumer Privacy 
Act  

Enacted January 2020 

New York (US) New York Privacy Act  Proposed 2019 but did 
not pass  

India  Personal Data Protection Bill Proposed December 
2019 

Canada 
 

Digital Charter (Amendment to 
Personal Information Protection 
and Electronic Document Act) 

Proposed January 2020 

South Korea Amendment to Personal 
Information Protection Act  

Enacted August 2020 

Brazil General Data Protection Law  Enacted August 2020 

China  Personal Information Protection 
Law 

To take effect from 
November 2021 

Japan Protection of Personal 
Information  

Enacted June 2020 

Source: Fitch Ratings 

The cross-border data flow for global businesses, including the way 
it is transferred and stored, adds complexities to implementation of 
data protection regulations outside a single jurisdiction.  

Differences in regional rules can lead to difficulties for businesses 
that need to be compliant across multiple jurisdictions. This has 
increased calls for harmonisation of regulations and processes. 
Japan’s APPI started to allow personal data to flow freely between 
Japan and EU on the basis of strong protection regulations since 
September 2018. The EU has a process for GDPR where personal 
data can flow from the EU to a third country without the additional 
safeguards set by GDPR if a country is deemed to have an adequate 
level of data protection. Adequacy decisions have been granted for 
more than 10 jurisdictions, including Japan, New Zealand and 
Switzerland. In July 2021, the European Commission adopted 
adequacy decisions for the UK following Brexit and launched the 
procedure for adoption for South Korea.  

The US is a notable absence from the list of jurisdictions with a 
GDPR adequacy decision, given the widespread economic activity 
and volume of data transfers between the US and the EU. The 
fragmented and largely disconnected state of data protection 
regulations in the US poses a challenge for the EU to adopt a 
decision. This has driven US companies to follow GDPR rules, or 
change operational processes and structures to manage their 
exposures within the EU. The impact of regulations can be limited 
as it could take several years to achieve a federal regulation that 
bridges the data protection gap between the US and the EU. 

Limited Enforcement Reduces Near-Term 

Credit Impact 
As of July 2021, the cumulative sum of fines issued under GDPR had 
reached almost EUR300 million from more than 700 fines. More 
than half the fines were imposed after September 2020, reflecting 
delays in decision-making and processes as a result of the pandemic. 
However, the pickup in the scale of GDPR fines has been less than 
what was widely expected under the threshold for maximum fines 
and the increase in digital activities. One reason is that fines have 
been considerably lower than this. One of the largest GDPR fines 
was the EUR50 million issued to Google in January 2019 by the 
French National Data Protection Commission. Google was judged 
to have violated obligations of transparency and information as well 
as the legal basis for advertisement personalisation and processing 
relating to its services on mobile devices. The fine only accounted 
for 0.04% of the company’s revenue in 2018. 

 

0

200

400

600

800

1,000

1,200

Sep 18 Feb 19 Jul 19 Dec 19 May 20 Oct 20 Mar 21 Aug 21

Source: Fitch Ratings, enforcementtracker.com, provided by CMS Law.Tax

GDPR Fines Pick Up After Pandemic Pause
Cumulative GDPR fines as of August2021

(EURm)



 

Sustainable Insight  │  30 September 2021  sustainablefitch.com 4 

 

  

 

 Sustainable Finance 
Corporate 

Global 

The UK Information Commissioner’s Office (ICO) had initially 
indicated that it would issue a considerably larger fine of GBP183 
million for British Airways Plc (BB/Negative), following an incident 
involving the identity theft of half a million of the airlines’ customers 
in 2018. This amounted to 1.5% of the company’s revenue in 2017, 
much higher than previous fines. However, the fine ultimately 
imposed in October 2020 was only GBP20 million. The ICO did not 
fully explain the reasons for the reduction, but did identify 
mitigating factors such as the company’s prompt action in response 
and cooperation with the investigation. The ICO also noted that the 
fine was reduced by GBP4 million to reflect challenges faced by the 
airline industry from the pandemic.  

Marriott International’s fine of GBP18.4 million for a similar data 
breach was also much lower than the GBP99 million initially 
indicated. 

The volume of fines in the EU has also been limited by slow 
enforcement and disputes among member states, particularly for 
global companies that operate in multiple jurisdictions. The 
enforcement of GDPR is intended to be a “one-stop shop” where 
responsibilities rest with a single national agency where a company 
has its “main establishment”. However, how this is defined and 
applied can be subjective with different interpretations from 
regulators and legal bodies. The French data regulator noted that 
GDPR’s “one-stop-shop” was not applicable in Google’s case, as it 
ruled that certain subsidiaries of Google have no control over how 
other subsidiaries handle data processing. Budgets and resources 
also vary considerably between agencies, adding uncertainty and 
variation on how laws are enforced.  

The credit impact has been limited, reflected in Fitch’s ESG 
Relevance Scores from GDPR and other regulations, which shows 
data protection are often relevant but only rarely material. Only 
two Fitch-rated issuers, Marriott International (rating withdrawn in 
September 2020) and Capital One Financial Corporation (A-
/Stable), have received a score of ‘4’ on Social Customer Welfare, 
Fair Messaging, and Privacy & Data Security under the ESG 
Relevance Scores system. These related to data breaches in 2018 
and 2019, respectively. Capital One was historically considered a ‘4’ 
following the data breach as it was considered relevant to the rating 
in conjunction with its USD80 million fine. But the data breach has 
not resulted in any noticeable damage to its franchise and has been 
revised to ‘3’. 

However, GDPR fines have started to climb as scrutiny tightens 
among European regulators. Luxembourg’s data regulator issued a 
GDPR fine of EUR746 million in July 2021 regarding Amazon.com, 
Inc.’s (AA-/Stable) improper uses of customer data for targeted 
advertising. This is the largest fine issued under GDPR. Facebook 
group subsidiary WhatsApp also faces a EUR225 million GDPR fine 
by Ireland’s Data Protection Commission for its transparency 
obligations on information processing between WhatsApp and 
other Facebook companies. With regulations and law enforcement 
starting to fall into place, we would expect to see a rise of GDPR-
issued fines. 

                                                                                       
1 From Security to Resilience: Cyber Risks In A Connected World, Fitch 
Solutions, July 2021.  

Rising Cyber-Attacks Raise Spectre for Data 
Protection Regulations 
In addition to compliance with data storage, sharing and privacy, the 
rapidly rising incidence of cyberattacks is also raising the spectre of 
non-compliance with GDPR regulations and other data protection 
regulations, given strict rules on notice periods and expectations of 
cyber defences.   

The digital transformation taking place across entire industrial 
ecosystems raises the propensity of, and vulnerability to, cyber-
attacks. DLA Piper notes that there were 331 breach notifications a 
day in the 12 months to 27 January 2021, a rise of 19% year on year.  

All sectors are vulnerable, but this is especially the case among 
those seeing rapid digitalisation and where large amounts of 
sensitive and valuable customer data are handled. In a recent 
analysis on the issue of cybersecurity across different industries1, 
Fitch Solutions (part of the Fitch Group) found that though all 
industries are vulnerable to breaches as they digitise, 
electricity/utilities, technology and healthcare are at the forefront 
of vulnerability.  

In healthcare, the digital transformation, especially in developed 
markets, makes the industry particularly vulnerable to breaches 
given the highly sensitive information handled and stored (see 
Relentless Cyber Attacks to Pressure NFP Hospitals’ Operations). 
However, as Fitch Solutions notes, the intense pressure the global 
healthcare industry has been under due to Covid-19, means that 
cyber defences and preparedness may lag what will be needed, 
though heavier regulatory guardrails may mitigate some broader 
risks.  

 

Financial institutions, particularly banks, can also be widely 
exposed to data breach risks that affect millions of enterprises and 
create material business interruptions with significant incident 
costs in the long term (see Fitch Ratings recent special report 
Quantifying U.S. Bank Systemic Cybersecurity Risk). 

Fitch has noted the role of cyber insurance in mitigating the partial 
costs of data breach incidents for companies. Costs from data 
breach incidents can extend to include data restoration, 
investigation and response, regulatory legal fines and brand 
damage. The cyber insurance market has been expanding globally in 
line with tighter regulations and increasing number of cyber 
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incidents, particularly in developed economies, such as the EU and 
the US. The coverage of cyber insurance has also grown from 
financial costs of post-data breaches to fines and penalties from 
regulations, improvement of technology and applications, financial 
loss from cyber theft. Failure to manage and protect private and 
sensitive data could trigger significant fines and penalties, spurring 
interest in data privacy management and coverage. 

  

Longer-Term Shifts for Data-Heavy Business 
Models 
Despite the high-profile nature of data breaches in recent years, 
only about a quarter of GDPR fines have been issued due to 
violations involving insufficient technical and organisational 
measures to ensure information security, or insufficient of data 
breach notification obligations. However, as we noted above these 
will probably increase along with the higher incidence of 
cyberattacks.  

 

More than half of the sum of fines have been due to insufficient legal 
basis for data processing, reflecting such issues as the lack of 
consent for the collections of personal data. The share of GDPR 
fines issued show that the most affected sectors are those where 
business models rely on the storage, transfer and, in some cases, 
monetisation of personal data. Fitch anticipates that operational 
and capital expenditure to comply with data protection 
requirements will only rise as more economic activities are 
digitalised. 

Emerging data privacy regulations could increase the 
responsibilities of daily business operations, corporate strategy and 
overall strategy. This includes enhancing general risks assessment 
for privacy and information security, appointing a designated Data 
Privacy Officer, allocating extra resources and budget for setting up 

privacy policies, conducting data privacy impact assessments, 
managing cybersecurity programs, and re-evaluating and 
integrating the role of data in its overall business strategies.  

The growing trends of legislating data regulations around the world 
will continue to heighten the risks of data privacy issues. The advent 
of digital transformation of industrial ecosystems will press 
companies to better understand how data and data regulations 
could affect their business strategy in the long term, particularly as 
consumers are becoming more aware of the use and sharing of their 
personal data. Businesses that are taking proactive steps have 
expanded new investments on regulations-compliant data privacy 
programs to ensure proper handling of customers data, which could 
span the lifecycle of data use in operations, infrastructure and 
customer-facing practices. This long-term shift in business 
operations could seep into investor assessments by factoring in 
data privacy risk in their investment decisions. This could 
potentially impact the flow of financing towards entities perceived 
to have a better overall data management infrastructure and 
defence. 

The cases of BA and Marriot are a reminder that data security and 
complying with data regulations remain paramount given the 
increasing number of cyberattacks mounted during the pandemic. 
It may not be possible to prevent a cyberattack, but having 
appropriate well-rehearsed internal procedures, particularly in 
respect of breach notification and remediation measures, may help 
reduce the penalties from data privacy regulations.  
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